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PART 400—EMPLOYEE FINANCIAL
DISCLOSURE AND ETHICAL CON-
DUCT STANDARDS REGULATIONS

AUTHORITY: 5 U.S.C. 7301.

§400.101 Cross-reference to employee
financial disclosure and ethical con-
duct standards regulations.

Employees of the Export-Import
Bank of the United States (Bank)
should refer to:

(a) The executive branch-wide finan-
cial disclosure regulations at 5 CFR
part 2634;

(b) The executive branch-wide Stand-
ards of Ethical Conduct at 5 CFR part
2635; and

(c) The Bank regulations at 5 CFR
part 6201 which supplement the execu-
tive branch-wide standards.

[60 FR 17628, Apr. 7, 1995]

PART 403—CLASSIFICATION, DE-
CLASSIFICATION, AND  SAFE-
GUARDING OF NATIONAL SECU-
RITY INFORMATION

Sec.
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AUTHORITY: E.O. 12356, National Security
Information, April 2, 1982 (3 CFR, 1982 Comp.
p. 166) (hereafter referred to as the Order), In-
formation Security Oversight Directive No.
1, June 25, 1982 (32 CFR part 2001) (hereafter
referred to as the Directive), and National Se-
curity Decision Directive 84, ‘“Safeguarding
National Securitylnformation,” signed by
the President on March 11, 1983 (hereafter re-
ferred to as NSDD 84).

SOURCE: 50 FR 27215, July 2, 1985, unless
otherwise noted.
§403.1 General policies and defini-
tions.

(a) This regulation of the Export-Im-
port Bank (the Bank) implements exec-

utive orders which govern the classi-
fication, declassification, and safe-
guarding of national security informa-
tion and material of the United States.
This regulation is based on Executive
Order 12356, National Security Informa-
tion, April 2, 1982 (3 CFR, 1982 Comp. p.
166) (hereafter referred to as the Order),
Information Security Oversight Direc-
tive No. 1, June 25, 1982 (32 CFR part
2001) (hereafter referred to as the Direc-
tive), and National Security Decision
Directive 84, ‘“‘Safeguarding National
Security Information,” signed by the
President on March 11, 1983 (hereafter
referred to as NSDD 84). Violation of
the provisions of part 403 may result in
the imposition of administrative pen-
alties, and civil and criminal penalties
under applicable law. Executive Order
12356 prescribes a uniform system for
classifying, declassifying, and safe-
guarding national security informa-
tion. It recognizes that it is essential
that the public be informed concerning
the activities of the Government, but
that the interests of the United States
and its citizens require that certain in-
formation concerning the national de-
fense and foreign relations be protected
against unauthorized disclosure. Infor-
mation may not be classified under the
Order unless its disclosure reasonably
could be expected to cause damage to
the national security.

(b) For the purposes of the Order, the
Directive and these guidelines, the fol-
lowing terms shall have the meanings
specified below:

(1) Information means any informa-
tion or material, regardless of its phys-
ical form or characteristics, that is
owned by, produced by or for, or is
under the control of the United States
Government.

(2) National security information means
information that has been determined
pursuant to this Order or any prede-
cessor order to require protection
against unauthorized disclosure and
that is so designated.

(3) Foreign government information
means: (i) Information provided by a
foreign government or governments, an
international organization of govern-
ments, or any element thereof with the
expectation, expressed or implied, that
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the information, the source of the in-
formation, or both, are to be held in
confidence; or

(ii) Information produced by the
United States pursuant to or as a re-
sult of a joint arrangement with a for-
eign government or governments or an
international organization of govern-
ments, or any element thereof, requir-
ing that the information, the arrange-
ment, or both, are to be held in con-
fidence.

(4) National security means the na-
tional defense or foreign relations of
the United States.

(5) Confidential source means any indi-
vidual or organization that has pro-
vided, or that may reasonably be ex-
pected to provide, information to the
United States on matters pertaining to
the national security with the expecta-
tion, expressed or implied, that the in-
formation or relationship, or both, be
held in confidence.

(6) Original classification means an
initial determination that information
requires, in the interest of national se-
curity, protection against unauthor-
ized disclosure, together with a classi-
fication designation signifying the
level of protection required.

§403.2 Responsibilities.

In the carrying out of security proce-
dures, responsibility falls on all per-
sonnel generally and on certain per-
sonnel in a more particular manner.

(a) Individual. Each employee of the
Bank having access to classified mate-
rial has an individual responsibility to
protect such information. Classified in-
formation should be secured in ap-
proved equipment or facilities when-
ever it is not under the direct control
of the employee.

(b) Office and Division Heads. These
officials have the additional responsi-
bility of a continuing review for
ascertaining that security procedures
are properly observed by the personnel
comprising their respective offices.

(c) Security Officer. (1) The Security
Officer has the responsibility for devel-
oping, inspecting, and advising on pro-
cedures and controls for safeguarding
classified material originating in, re-
ceived by, in transit through, or in cus-
tody of the Bank; the training and ori-
entation of employees; the carrying

12 CFR Ch. IV (1-1-05 Edition)

out of inspections; and the destruction
of obsolete and non-record material.

(2) The Security Officer shall be re-
sponsible for disseminating written
material and conducting oral briefings
to inform Bank personnel of the Order,
Directive, and regulations. An expla-
nation of the practical application of
these procedures and the underlying
policy objectives thereof shall be em-
phasized.

(d) Security Committee. (1) This Com-
mittee consists of the General Counsel,
as Chairperson, the Security Officer,
and other Bank employees, as des-
ignated by the President and Chairman
(hereinafter referred to as the Chair-
man) and is responsible for the imple-
mentation and enforcement of the
Order and the Directive. This Com-
mittee will act on all matters with re-
spect to the Bank’s administration of
these regulations.

(2) All suggestions and complaints re-
garding the Bank’s Information Secu-
rity Program, including those regard-
ing over-classification, failure to de-
classify, or delay in declassifying, not
otherwise provided for herein, shall be
referred to the Security Committee for
review.

(3) The Security Committee shall
have responsibility for recommending
to the Chairman appropriate adminis-
trative action to correct abuse or vio-
lation of these regulations or of any
provision of the Order or Directive
thereunder, including but not limited
to notification by warning letter, for-
mal suspension without pay, and re-
moval. Upon receipt of such a rec-
ommendation, the Chairman shall
make a decision and advise the Secu-
rity Committee of this action.

§403.3 Classification principles and

authority.

(a) Classification Principles. (1) Except
as provided in the Atomic Energy Act
of 1954, as amended, the Order provides
the only basis for classifying national
security information. Information held
by the Bank will be made available to
the public to the extent possible con-
sistent with the need to protect the na-
tional defense or foreign relations, as
required by the interests of the United
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States and its citizens. Accordingly, se-
curity classification shall be applied
only to protect the national security.

(2) Before a classification determina-
tion is made, each item of information
that may require protection shall be
identified exactly. This requires identi-
fication of that specific information,
disclosure of which could affect the na-
tional security. When there is reason-
able doubt about the need to classify,
the information should be safeguarded
as if it were confidential until a final
determination is made by an author-
ized classifier as to its classification.
The final determination must be made
within thirty (30) days.

(b) Classification Designations. Infor-
mation which requires protection
against unauthorized disclosure in the
interest of national security (classified
information) shall be classified at one of
the following three levels:

(1) TOP SECRET shall be applied
only to information, the unauthorized
disclosure of which reasonably could be
expected to cause exceptionally grave
damage to the national security.

(2) SECRET shall be applied only to
information, the unauthorized disclo-
sure of which reasonably could be ex-
pected to cause serious damage to the
national security.

(3) CONFIDENTIAL shall be applied
to information, the unauthorized dis-
closure of which reasonably could be
expected to cause damage to the na-
tional security.

Except as provided by statute, no other
terms, such as SENSITIVE, OFFICIAL
BUSINESS ONLY, AGENCY, BUSINESS,
ADMINISTRATIVELY, etc., shall be
used within the Bank in conjunction
with any of the three classification lev-
els defined above.

(c) Original Classification Authority
and Criteria. (1) The Bank’s authority
to assign original classification to any
document is limited as follows and is
nondelegable:

Classification Classifier

CONFIDEN-
TIAL.

President and Chairman.

First Vice President and Vice Chairman.

General Counsel.

Senior Vice Presidents.

Security Officer.

§403.3

(2) A determination to classify infor-
mation shall be made by an original
classification authority when the infor-
mation concerns one or more of cat-
egories (i) through (x) of this para-
graph, and when the unauthorized dis-
closure of the information, either by
itself or in the context of other infor-
mation, reasonably could be expected
to cause damage to the national secu-
rity. Information shall be considered
for classification if it concerns:

(i) Military plans, weapons, or oper-
ations;

(i) The vulnerabilities or capabilities
of systems, installations, projects, or
plans relating to the national security;

(iii) Foreign government informa-
tion;

(iv) Intelligence activities (including
special activities), or intelligence
sources or methods;

(v) Foreign relations or foreign ac-
tivities of the United States;

(vi) Scientific, technological, or eco-
nomic matters relating to the national
security;

(vii) United States Government pro-
grams for safeguarding nuclear mate-
rials or facilities;

(viii) Cryptology;

(ix) A confidential source; or

(xX) Other categories of information
that are related to the national secu-
rity and that require protection
against unauthorized disclosure as de-
termined by the President of the
United States, by the Chairman or by
other officials who have been delegated
original classification authority by the
President. Recommendations con-
cerning the need to designate addi-
tional categories of information that
may be considered for classification
shall be forwarded through the Secu-
rity Officer to the Chairman for deter-
mination. Such a determination shall
be reported to the Director of the In-
formation Security Oversight Office.

(3) Information that is determined to
concern one or more of the above cat-
egories shall be classified when an
original classification authority also
determines that its unauthorized dis-
closure, either by itself or in the con-
text of other information, reasonably
could be expected to cause damage to
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the national security. Accordingly, cer-
tain information which would other-
wise be unclassified may require classi-
fication when associated with other un-
classified or classified information.
Classification on this basis shall be
supported by a written explanation
that, at a minimum, shall be main-
tained with the file or reference on the
recent copy of the information.

(4) Unauthorized disclosure of foreign
government information, the identity
of a confidential foreign source, or dis-
closure of intelligence sources or meth-
ods is presumed to cause damage to the
national security.

(5) Information classified in accord-
ance with the above classification cat-
egories shall not be declassified auto-
matically as a result of any unofficial
publication or inadvertent or unau-
thorized disclosure in the United
States or abroad of identical or similar
information.

(d) Duration of Original Classification.
(1) Information shall be classified as
long as required by national security
considerations. When it can be deter-
mined, a specific date or event for de-
classification shall be set by the origi-
nal classification authority at the time
the information is originally classified.
If the date or event for declassification
cannot be determined at the time of
classification, the standard notation
“Originating Agency’s Determination
Required”’, or its abbreviation
““OADR”, should be entered on the
“Declassify on” line.

(2) Automatic declassification deter-
minations under predecessor orders
shall remain valid unless the classifica-
tion is extended by an authorized de-
classification authority. These exten-
sions may be by individual documents
or categories of information, provided,
however, that any extension of classi-
fication on other than an individual
document basis shall be reported to the
Director of the Information Security
Oversight Office. The declassification
authority shall be responsible for noti-
fying holders of the information of
such extensions.

(3) Information classified under pred-
ecessor orders and marked for declas-
sification review shall remain classi-
fied until reviewed for declassification
under the provisions of the Order.

12 CFR Ch. IV (1-1-05 Edition)

(e) Marking and Identification. (1)
Classified information must be
marked, or otherwise identified, to in-
form and warn the holder of the infor-
mation of its sensitivity. The classifier
is responsible for ensuring that proper
classification markings are applied. At
the time of classification, the following
information shall be shown on the face
of all classified documents, or clearly
associated with other forms of classi-
fied information in a manner appro-
priate to the medium involved, unless
this information itself would reveal a
confidential source or relationship not
otherwise evident in the document or
information:

(i) One of the three classification lev-
els defined in §403.3(b); ““(TS)’” for Top
Secret, ‘““(S)” for Secret, ““(C)”’ for Con-
fidential, and “*(U)” for Unclassified;
with each page marked at top and bot-
tom according to the highest level of
classified information on each page.

(ii) The identity of the original clas-
sification authority if other than the
person whose name appears as the ap-
proving or signing official;

(iii) The agency and office of origin;
and

(iv) The date or event for declas-
sification, or the notation “‘Originating
Agency’s Determination Required.”

(2) Each classified document shall, by
marking or other means, indicate
which portions are classified, with the
applicable classification level, and
which portions are not classified. The
Chairman may, for good cause, grant
and revoke waivers of this requirement
for specified classes of documents or
information. The Director of the Infor-
mation Security Oversight Office shall
be notified of any waivers.

(3) Marking designations imple-
menting the provisions of the Order,
including abbreviations, shall conform
to the standards prescribed in imple-
menting directives issued by the Infor-
mation Security Oversight Office. All
authorized classifiers shall be issued a
uniform stamp that has a ‘“‘Classified
by’ line and a “‘Declassify on’’ line.

(4) Documents that contain foreign
government information shall include
either the marking, “FOREIGN GOV-
ERNMENT INFORMATION”, or a
marking that otherwise indicates that
the information is foreign government

492



Export-Import Bank of the U.S.

information. If that fact must be con-
cealed, the document will be marked as
if it were of U.S. origin. Foreign gov-
ernment information shall either re-
tain its original classification or be as-
signed a United States classification
that shall ensure a degree of protection
at least equivalent to that required by
the entity that furnished the informa-
tion.

(5) Documents that contain informa-
tion relating to intelligence sources or
methods shall include the following
marking unless proscribed by the Di-
rector of the Central Intelligence;
WARNING NOTICE—INTELLIGENCE
SOURCES OR METHODS INVOLVED.

(6) Information assigned a level of
classification under predecessor orders
shall be considered as classified at that
level of classification despite the omis-
sion of other required markings. Omit-
ted markings may be inserted on a doc-
ument by the General Counsel or the
Security Officer.

(f) Limitations on Classification. (1) In
no case shall information be classified
in order to conceal violations of law,
inefficiency, or administrative error;
to prevent embarrassment to a person,
organization, or agency; to restrain
competition; or to prevent or delay the
release of information that does not re-
quire protection in the interest of na-
tional security.

(2) Basic scientific research informa-
tion not clearly related to the national
security may not be classified.

(3) The Chairman or other authorized
original classifiers may reclassify in-
formation previously declassified and
disclosed if it is determined in writing
that—

(i) The information requires protec-
tion in the interest of national secu-
rity, and

(ii) The information may reasonably
be recovered.

In making such determination, the
Chairman or any other authorized
original classifier shall consider the
following factors: The lapse of time fol-
lowing disclosure; the nature and ex-
tent of disclosure; the ability to bring
the fact of reclassification to the at-
tention of persons to whom the infor-
mation was disclosed; the ability to
prevent further disclosure; and the
ability to retrieve the information vol-
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untarily from persons not authorized
access to its reclassified state. These
reclassification actions shall be re-
ported promptly to the Director of the
Information Security Oversight Office.

(4) Information may be classified or
reclassified after an agency has re-
ceived a request for it under the Free-
dom of Information Act (5 U.S.C. 552)
or the Privacy Act of 1974 (5 U.S.C.
552a), or the mandatory review provi-
sions of the Order and these regula-
tions, if such classification meets the
requirements of the Order and is ac-
complished personally and on a docu-
ment-by-document basis by the Chair-
man, the Vice Chairman, or the Secu-
rity Officer.

§403.4 Derivative classification.

(a) Use of derivative classification. (1)
Unlike original classification which is
an initial determination, derivative
classification is an incorporation, para-
phrasing, restatement, or generation in
new form of information that is al-
ready classified. Derivative classifica-
tion is the responsibility of those who
only reproduce, extract, or summarize
classified information, or who only
apply classification markings derived
from source material or as directed by
a classification guide. Original classi-
fication authority is not required for
derivative classification.

(2) Persons who apply such derivative
classification markings shall:

(i) Respect original classification de-
cisions;

(i) Verify the information’s current
level of classification so far as prac-
ticable before applying the markings;
and

(iii) Carry forward to any newly cre-
ated documents the assigned dates or
events for declassification or review.
The latest date for declassification
should be entered in the case of mul-
tiple source documents.

(b) New Material. (1) New material
that derives its classification from in-
formation classified on or after the ef-
fective date of the Order, April 2, 1982,
shall be marked with the declassifica-
tion date or event, or the date for re-
view, as assigned to the source infor-
mation.
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(2) New material that derives its clas-
sification under prior orders shall be
treated as follows:

(i) If the source material bears a clas-
sification date or event 20 years or less
from the date or origin, that date or
event shall be carried forward on the
new material.

(i) If the source material bears no
declassification date or event or is
marked for declassification beyond 20
years, the new material shall be
marked with a date for review for de-
classification at 20 years from the date
of original classification of the source
material.

(iii) If the source material is foreign
government information bearing no
date or event for declassification or is
marked for declassification beyond 30
years, the new material shall be
marked for review for declassification
at 30 years from the date of original
classification of the source materials.

(iv) A copy of the source document or
documents should be maintained with
the file copy of the new document or
documents which have been deriva-
tively classified.

§403.5 Declassification and down-
grading.

(a) Authority and policy for declas-
sification and downgrading. Information
that continues to meet the classifica-
tion requirements  prescribed in
§403.3(c) despite the passage of time
will continue to be safeguarded. How-
ever, information which is properly
classified at the time it is developed
may not necessarily require protection
indefinitely. National security infor-
mation over which the Bank exercises
final classification jurisdiction shall be
declassified or downgraded as soon as
national security considerations per-
mit. Information shall be declassified
or downgraded by:

(1) The official who authorized the
original classification, if that official
is still serving in the same position, by
a successor, or by a supervisory official
of either; or

(2) Officials specifically delegated
this authority in writing by the Chair-
man or by the Security Officer. A list
of those who may be so delegated shall
be maintained by the Security Officer.
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(3) If the Director of the Information
Security Oversight Office determines
that information is unlawfully classi-
fied, the Director may require the Ex-
port-lmport Bank to declassify it. Any
such decision by the Director may be
appealed to the National Security
Council. The information shall remain
classified until the appeal is decided.

(b) Declassification Procedure. Infor-
mation marked with a specific declas-
sification date or event shall be declas-
sified on that date or upon occurrence
of that event. The overall classifica-
tion markings shall be lined through a
statement placed on the cover or first
page to indicate the declassification
authority, by name and title, and the
date of declassification. If practicable,
the classification markings on each
page shall be cancelled; otherwise, the
statement on the cover or first page
shall indicate that the declassification
applies to the entire document.

(c) Notification to Holders. When clas-
sified information has been properly
marked with specific dates or events
for declassification it is not necessary
to issue notices of declassification to
any holders. However, when declas-
sification action is taken earlier than
originally scheduled, or the duration of
classification is extended, the author-
ity making such changes shall prompt-
ly notify all holders to whom the infor-
mation was originally transmitted.
This notification shall include the
marking action to be taken, the au-
thority for the change (name and title),
and the effective date of the change.
Upon receipt of notification, recipients
shall make the proper changes and
shall notify holders to whom they have
transmitted the classified information.

(d) Downgrading. Information des-
ignated a particular level of classifica-
tion may be assigned a lower classifica-
tion level by the original classifier or
by an official authorized to declassify
the same information. Prompt notice
of such downgrading shall be provided
to known holders of the information.
Classified information marked for
automatic downgrading under previous
Executive Orders shall be reviewed to
determine that it no longer continues
to meet classification requirements de-
spite the passage of time.
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(e) Transferred Information. Classified
information transferred from one agen-
cy to another in conjunction with a
transfer of functions, and not merely
for storage purposes, shall be consid-
ered under the control of the receiving
agency for purposes of downgrading
and declassification, subject to con-
sultation with any other agency that
has an interest in the subject matter of
the information. Prior to forwarding
classified information to an approved
storage facility of the Bank, to a Fed-
eral records center, or to the National
Archives for permanent preservation,
the information shall be reviewed for
downgrading or declassification.

§403.6 Systematic review for declas-
sification.

Classified information determined by
the Archivist of the United States to
be of sufficient value to warrant per-
manent retention will be subject to
systematic declassification review by
the Archivist in accordance with guide-
lines provided by the Bank, as origi-
nator of the information. These guide-
lines shall be developed by the Secu-
rity Officer who is designated by the
Bank to assist the Archivist in the re-
view process. The guidelines shall be
reviewed every five years or as re-
quested by the Archivist of the United
States.

§403.7 Mandatory review for declas-
sification.

(a) Classified information under the
jurisdiction of the Bank shall be re-
viewed for declassification upon receipt
of a request by a United States citizen
or permanent resident alien, a Federal
agency, or a State or local government.
A request for mandatory review of clas-
sified information shall be submitted
in writing and describe the information
with sufficient particularity to locate
it with a reasonable amount of effort.
Requests may be addressed to the:

General Counsel, Export-lmport Bank of the
U.S., 811 Vermont Avenue, NW., Wash-
ington, DC 20571

(b) The Bank’s response to manda-
tory review requests will be governed
by the amount of search and review
time required to process the request.
The Bank will acknowledge receipt of
all requests, and will inform the re-
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quester if additional time is needed to
process the request. Except in unusual
circumstances, the Bank will make a
final determination within one year
from the date of receipt of the request.

(¢) When information cannot be de-
classified in its entirety, the Bank will
make a reasonable effort to release,
consistent with other applicable laws,
those declassified portions that con-
stitute a coherent segment.

(d) The bank shall determine whether
information under the classification
jurisdiction of the Bank or any reason-
ably segregable portion of it no longer
requires protection. If so, the General
Counsel shall promptly make such in-
formation available to the requester,
and shall inform the requester of any
fees due before releasing the document.
If the information may not be released,
in whole or in part, the General Coun-
sel shall give the requester a brief
statement of the reasons, and a notice,
mailed with return receipt requested,
of the right to appeal the determina-
tion within 60 days of the denial let-
ter’s receipt.

(e) The agency that initially received
or classified records containing foreign
government information shall be re-
sponsible for making a declassification
determination on review requests for
classified records which contain such
foreign government information. Such
requests shall be referred to the appro-
priate agency for action.

(f) When the Bank receives a manda-
tory declassification review request for
records in its possession that were
originated by another agency, it shall
forward the request to that agency.
The Bank may request notification of
the declassification determination.

(g) Information originated by a Presi-
dent, the White House staff, by com-
mittees, commissions, or boards ap-
pointed by the President, or other spe-
cifically providing advice and counsel
to a President or acting on behalf of a
President is exempted from the provi-
sions of mandatory review for declas-
sification, except as consistent with
applicable laws that pertain to presi-
dential papers or records.

(h) The bank shall process requests
for declassification that are submitted
under the provisions of the Freedom of
Information Act, as amended, or the
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Privacy Act of 1974, in accordance with
the provisions of those acts. (See, 12
CFR part 404 and 12 CFR part 405, re-
spectively.) In any case, however, ex-
emptions under the Freedom of Infor-
mation Act or other exemptions under
applicable law may be invoked by the
Bank to deny material on grounds
other than classification.

(i) The Bank shall refuse to confirm
or deny the existence or non-existence
of requested information whenever the
fact of its existence or non-existence is
itself classifiable under the Order.

§403.8 Appeals.

(a) The Vice Chairman is designated
to receive appeals on requests for de-
classification which have been denied
by the Bank. Such appeals shall be ad-
dressed to:

First Vice President & Vice Chairman, Ex-
port-lmport Bank of the United States, 811
Vermont Avenue NW., Washington, DC
20571

The appeal must be received within 60
days after receipt by appellant of the
denial letter. Appeals shall be decided
within 30 days of their receipt by the
Vice Chairman.

(1) If the decision is to declassify the
materials in their entirety, the Vice
Chairman shall promptly make such
information available to the requester,
and inform the requester of any fees
due before releasing the documents.

(2) If the decision is to deny declas-
sification of a portion of the material,
the Vice Chairman shall promptly
make the part which was declassified
available to the requester, and shall
advise the requester, in writing, of the
reasons for the partial denial of declas-
sification.

(3) If the decision is to deny declas-
sification of all the material, the Vice
Chairman shall promptly advise the re-
quester, in writing, of the reasons for
such denial.

§403.9 Fees.

The following specific fees shall be
applicable with respect to services ren-
dered to members of the public under
these regulations, by the Bank, except
that the search fee will normally be
waived when the search involves less
than one-half hour of clerical time.
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(a) Search for records, per hour or fraction

thereof:
(i) Professional ..........c.ccovviviiiniiinnnnns $11.00
(i) Clerical ......ooooiiiiiiiiiiiiiis 6.00

(b) Computer service charges per
second for actual use of computer
central processing unit................... .25

(c) Copies made by photostat or oth-
erwise (per page); maximum of 5

copies will be provided.................... .10

(d) Certification of each record as a
TrUE COPY convniriiiiiiiccecceeaee 1.00

(e) Certification of each record as a
true copy under official seal ........... 1.50

(f) Duplication of architectural pho-
tographs and drawings.................... 2.00
Fees must be paid in full prior to
issuance of requested copies. Remit-

tances shall be in the form either of a
personal check or bank draft drawn on
a bank in the United States, or postal
money order. Remittances shall be
made payable to the order of the Ex-
port-lmport Bank of the United States,
and mailed to:

General Counsel, Export-Import Bank of the
United States, 811 Vermont Avenue NW.,
Washington, DC 20571

§403.10 Safeguarding.

(a) General Access Requirements. Ex-
cept as provided in §403.10(c), access to
classified information shall be granted
in accordance with the following:

(1) Determination of Trustworthiness.
No person shall be given access to clas-
sified information or material unless a
favorable determination has been made
as to his trustworthiness. The deter-
mination of eligibility, refered to as a
security clearance, shall be based on
such investigations as the Bank may
require in accordance with the stand-
ards and criteria of applicable law and
Executive orders.

(2) Determination of Need to Know. In
addition to a security clearance, a per-
son must have a need for access to the
particular classified information or
material sought in connection with the
performance of official duties or con-
tractual obligations. The determina-
tion of that need shall be made by offi-
cials having responsibility for the clas-
sified information or material.

(b) Classified Information Nondisclosure
Agreement. All persons with authorized
access to classified information shall
be required to sign a nondisclosure
agreement, Standard Form 189, as a
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condition of access. This form shall be
retained in the security file of the indi-
vidual for 50 years.

(c) Access by Historical Researchers and
Former Presidential Appointees. The
Bank shall obtain written agreements
from requesters to safeguard the infor-
mation to which they are given access
as permitted by the Order and written
consent to the Bank’s review of their
notes and manuscripts for the purpose
of determining that no classified infor-
mation is contained therein. A deter-
mination of trustworthiness is a pre-
condition to a requester’s access. If the
access requested by historical research-
ers and former Presidential Appointees
requires the rendering of services for
which fair and equitable fees may be
charged pursuant to Title 5 of the Inde-
pendent Offices Appropriations Act, 65
Stat. 290, 31 U.S.C. 483a (1976), the re-
quester shall be so notified and the fees
may be imposed.

(d) Media Contacts. All contacts by
members of the media which concern
classified information shall be directed
to the attention of the Security Offi-
cer, Room 1031, Export-Import Bank of
the United States, 811 Vermont Avenue
NW., Washington, DC 20571.

(e) Dissemination. Except as otherwise
provided by directives issued by the
President through the National Secu-
rity Council, classified information
originating in another agency and in
the possession of the Bank may not be
disseminated outside the Bank without
the consent of the originating agency.

(f) Accountability Procedures. Dissemi-
nation of various levels of classified in-
formation or material shall be within
the control and responsibility of des-
ignated control officers. Particularly
stringent controls shall be placed on
information and material classified as
TOP SECRET.

(1) TOP SECRET. Designated as TOP
SECRET control officers are the Chair-
man, Vice Chairman and the Security
Officer who alone have authority to re-
ceive TOP SECRET information for the
Bank. Other personnel authorized in
writing by the Chairman or Security
Officer also may receive TOP SECRET
information for the Bank. It shall be
the responsibility of these individuals
with respect to all TOP SECRET infor-
mation:

§403.10

(i) To receive the material for the
Bank;

(ii) To maintain registers which will
reflect the routing of the material and
the return thereof in a reasonable
length of time for security storage;

(iii) To dispatch and make record of
material disseminated to authorize
persons outside the Bank;

(iv) To make a physical inventory of
all material at least annually; and

(v) To maintain current access
records.

(2) SECRET. Designated as SECRET
control officers are the Security Offi-
cer and the Analysis, Records & Com-
munications Manager, who have the re-
sponsibility with respect to all infor-
mation classified in this category:

(i) To receive the material for the
Bank;

(ii) To maintain registers which will
reflect the routing of the material and
the return thereof in a reasonable
length of time for security storage;

(iii) To dispatch and make record of
material disseminated to authorized
persons outside the Bank;

(iv) To maintain current access
records.

(3) CONFIDENTIAL. Designated as
CONFIDENTIAL control officers are
the Security Officer and the Analysis,
Records & Communications Manager
who have responsibility with respect to
all information classified in this cat-
egory:

(i) To review material for the Bank;

(if) To route the material to proper
Bank offices;

(iii) To dispatch and make record of
material disseminated to authorized
persons outside the Bank;

(iv) To maintain current access
records.

(g) Storage. Classified information
shall be stored only in facilities or
under conditions adequate to prevent
unauthorized persons from gaining ac-
cess to it and in accordance with the
Directive as well as General Services
Administration standards and speci-
fications. Reference may be made to 32
CFR 2001.41, 2001.43 for preliminary
guidance regarding these standards and
specifications.

(h) Coversheets. Department of State
(DSC) classified incoming cables are to
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be logged in and routed to the appro-
priate offices in double envelopes.
When these cables are being used in
various offices, classified coversheets
must be used to protect the documents.
This practice eliminates the possibility
of inadvertently mixing classified with
non-classified material, and promotes
security awareness. Coversheets are ob-
tainable from the Office of the Secu-
rity Director.

(i) Transmittal. (1) To be transmitted
outside the Bank, all classified docu-
ments must be sent through the Secu-
rity Office and have attached EIB
Form 71-2, approved by one of the fol-
lowing: the President and Chairman,
First Vice President and Vice Chair-
man, a Senior Vice President, General
Counsel, Vice President or Security Of-
ficer.

(2) Preparation and Receipting. Classi-
fied information shall be enclosed in
opaque inner and outer covers before
transmitting. The inner cover shall be
a sealed wrapper or envelope plainly
marked with the assigned classifica-
tion and addresses of both sender and
addressee.  Transmittal documents
shall indicate on their face the highest
level of any information transmitted,
and must clearly state whether or not
the transmittal document itself is clas-
sified after removal of enclosures and
attachments. The outer cover shall be
sealed and addressed with no identi-
fication of the classification of its con-
tents. A receipt shall be attached to or
enclosed in the inner cover, except that
CONFIDENTIAL information shall re-
quire a receipt only if the sender deems
it necessary. The receipt shall identify
the sender, addressee, and the docu-
ment but shall contain no classified in-
formation. It shall be immediately
signed by the recipient and returned to
the sender. Any of these wrapping and
receipting requirements may be waived
by agency heads under conditions that
will provide adequate protection and
prevent access by unauthorized per-
sons.

(3) Transmittal of CONFIDENTIAL in-
formation. CONFIDENTIAL informa-
tion shall be transmitted within and
between the fifty States, the District
of Columbia, the Commonwealth of
Puerto Rico, and U.S. territories or
possessions by one of the means estab-
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lished for higher classifications, or by
United States Postal Service, certified
first class, or express mail service,
when prescribed by an agency head.
Outside these areas, CONFIDENTIAL
information shall be transmitted only
as is authorized for higher classifica-
tion levels.

(4) Transmittal of TOP SECRET and
SECRET information shall be in ac-
cordance with the Directive. Reference
may be made to 32 CFR 2001.44 for pre-
liminary guidance.

(J) Destruction. Classified information
no longer needed in working files or for
record or reference purposes shall be
processed for appropriate disposition in
accordance with Chapters 21 and 33 of
title 44 U.S.C., when govern disposition
of Federal Records. All classified infor-
mation approved for destruction must
be torn and placed in containers des-
ignated as burnbags which are avail-
able through the Office Services Sec-
tion of the Bank. Destruction of such
information will be carried out by the
Security Officer or a designee by use of
a disintegrator or by burning. The
method of destruction selected must
preclude recognition or reconstruction
of the classified information or mate-
rial. Records of destruction will be
maintained by the Security Office for
TOP SECRET information and mate-
rial with serialized markings or mate-
rial for which there is a special need to
record its destruction.

(k) Reproduction controls. (1) Repro-
duction of classified documents is pro-
hibited, except by personnel authorized
in writing by the Chairman or Security
Officer.

(2) TOP SECRET documents may not
be reproduced without the consent of
the originating agency unless other-
wise marked by the originating office.

(3) Reproduction of SECRET and
CONFIDENTIAL documents may be re-
stricted by the originating agency.

(4) Reproduced copies of classified
documents are subject to the same ac-
countability and controls as the origi-
nal documents.

(5) Records shall be maintained by
the Security Officer to show the num-
ber and distribution or reproduced cop-
ies of all TOP SECRET documents, of
all documents covered by special ac-
cess programs distributed outside the
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originating agency, and all SECRET
and all CONFIDENTIAL documents
which are marked with special dissemi-
nation and reproduction limitations.

§403.11 Enforcement and

tion procedures.

(a) Loss or Possible Compromise. Any
person who has knowledge of the loss
or possible compromise of classified in-
formation shall immediately report the
circumstances to the Security Officer
of the Bank. In turn, the originating
agency shall be notified about the loss
or compromise in order that a damage
assessment may be conducted and ap-
propriate measures taken to negate or
minimize any adverse effect, and pre-
vent further such loss or compromise.
An immediate inquiry shall be initi-
ated by the Bank for the purposes: (1)
Of determining cause and responsi-
bility and (2) taking corrective meas-
ures and appropriate administrative,
disciplinary, or legal action.

(b) Reporting and Investigating Unau-
thorized Disclosures. (1) Employees who
have reason to believe that an unau-
thorized disclosure of classified infor-
mation has occurred shall report the
disclosure to their supervisor, who
shall inform the Security Officer.

(2) The Bank shall promptly notify
the Information Security Oversight Of-
fice at the General Services Adminis-
tration, Washington, DC 20405, of all
unauthorized disclosures of classified
information.

(3) If the Bank believes that it is the
source of an unauthorized disclosure of
classified information that it origi-
nated, it shall evaluate the disclosure
under paragraph (b)(7) of this section.
If the disclosure is serious, the Bank
shall report the disclosure and the re-
sults of the evaluation to the Depart-
ment of Justice together with notifica-
tion that it is conducting an internal
investigation.

(4) If the Bank believes that it is the
source of an unauthorized disclosure of
classified information that it handled
but did not originate, it shall report
the disclosure to the Department of
Justice and to the originating agen-
cy(ies) or department(s) for evaluation
under paragraph (b)(7) of this section.
If the Bank cannot determine the iden-
tity of the originating agency(ies) or

investiga-

§403.11

department(s), it shall report the dis-
closure to the Department of Justice
together with any information or rea-
sonable inferences as to the identity of
the originating agency(ies) or depart-
ment(s).

(5) If the Bank receives a request for
an evaluation of information it origi-
nated, it shall, if the evaluation shows
the disclosure was serious, inform the
agency(ies) or department(s) from
which the disclosure occurred of this
conclusion and request that the agen-
cy(ies) or department(s) conduct an in-
ternal investigation.

(6) If the Bank determines that an
unauthorized disclosure of classified
information has occurred but that it
neither originated, handled nor dis-
closed the information, it shall report
the disclosure to the likely originating
agency(ies) or department(s).

(7) In determining whether a disclo-
sure is sufficiently serious to warrant
reporting to the Department of Jus-
tice, the Bank, if it is the originating
agency, shall ascertain the nature of
the disclosed information, determine
the extent to which it disseminated the
information and evaluate the disclo-
sure to determine whether it seriously
damages its mission and responsibil-
ities. In evaluating the damage caused
by the disclosure, the Bank shall con-
sider such matters as whether the dis-
closure jeopardizes an ongoing project,
operation or source of information and
to what extent the policy goals under-
lying the project or operation must be
altered.

(8) In any instance where the Bank is
determined to be the source of an un-
authorized disclosure and an evalua-
tion by the Bank or the originating
agency(ies) or department(s) deter-
mines the disclosure to be of a serious
nature, an internal investigation will
be initiated and an investigation re-
port, containing such information as
may be required by the Department of
Justice, will be submitted to the De-
partment of Justice within 15 days
after notification from the originating
agency or Department of Justice, but
in any case no later than 30 days. If the
investigation report is not completed
within 15 days, the Bank shall submit
as much of the required information as
is available at that time and furnish
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additional information as it is devel-
oped.

(99 Whenever the Bank determines
during the course of an investigation
that it is necessary to compel or induce
the cooperation of an employee, the
Bank shall first consult with the De-
partment of Justice. The Department
of Justice will coordinate with the
Bank to determine the procedures the
Bank may use to compel an employee’s
participation without foreclosing pos-
sible criminal proceedings.

(10) The Bank shall maintain records
of all disclosures that have been re-
ported or investigated.

(11) AIll employees shall cooperate
fully with officials of the Bank or other
agencies who are conducting investiga-
tions of unauthorized disclosures of
classified information.

(12) Employees determined by the
Bank to have knowingly participated
in an unauthorized disclosure of classi-
fied information or who have refused to
cooperate with an investigation of such
a disclosure shall be denied further ac-
cess to classified information and shall
be subject to other appropriate admin-
istrative sanctions. Prior to taking ac-
tion against an employee in connection
with the unauthorized disclosure or
classified information, the Bank shall
consult with the Department of Jus-
tice, Criminal Division.

PART 404—INFORMATION
DISCLOSURE

Subpart A—Procedures for Disclosure of
Records Under the Freedom of Infor-
mation Act.
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404.1
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404.3
404.4
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Request requirements.

404.5 Time for processing.

404.6 Release of records under the Freedom
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404.9 Schedule of fees.

404.10 Fee waivers or reductions.
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404.11 Administrative appeal.

Subpart B—Protection of Privacy and Ac-
cess to Records Under the Privacy Act
of 1974

404.12
404.13
404.14
404.15
404.16
404.17

General provisions.

Definitions.

Requirements of request for access.

Initial determination.

Schedule of fees.

Appeal of denials of access.

404.18 Requests for correction of records.

404.19 Request for accounting of record dis-
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Subparts C-E [Reserved]
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AUTHORITY: 5 U.S.C. 552 and 552a.

Section 404.7 also issued under E.O. 12600,
52 F.R. 23781, 3 CFR, 1987 Comp., p. 235.

Section 404.21 also issued under 5 U.S.C.
552a note.

SOURCE: 64 FR 14374, Mar. 25, 1999, unless
otherwise noted.

Subpart A—Procedures for Disclo-
sure of Records Under the
Freedom of Information Act.

§404.1 General provisions.

(a) Purpose. This subpart establishes
policy, procedures, requirements, and
responsibilities for administration of
the Freedom of Information Act
(FOIA), 5 U.S.C. 552, at the Export-Im-
port Bank of the United States (Ex-Im
Bank).

(b) Policy. It is Ex-Im Bank’s policy
to honor all requests for the disclosure
of its records, provided that disclosure
would not adversely affect a legitimate
public or private interest and would
not impose an unreasonable burden on
Ex-lm Bank. However, this subpart
also recognizes that the soundness of
many Ex-lm Bank programs depends
upon the receipt of reliable commer-
cial, technical, financial, and business
information relating to applicants for
Ex-Im Bank assistance and that receipt
of such information depends on Ex-Im
Bank’s ability to hold such informa-
tion in confidence. Consequently, ex-
cept as provided by applicable law and
this regulation, information provided
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